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Fraud & The ft  - Where  a re  we  now?

Key take away:
1. Theft can be Straight (unattended vehicles) or Strategic (deception, fraud)
2. Q2 Thefts up 10% from Q1
3. These are only the REPORTED incidents.



Exam ples  of Stra tegic  Cargo The ft
Identity Theft / Fictitious Pickup

• Thieves impersonate legitimate motor carriers (uniforms, decals on trucks, fake documents) to 
pick up shipments from warehouses & distribution centers.

• After pickup, criminals may offload a portion of the cargo and create a new & fake BOL with lower 
piece count & weight to mask the theft.

• Stay alert for carriers with a recent change to a known email address or phone number.

Misdirection & Transloading
• Legitimate carriers tricked into dropping off freight at an unauthorized location. 
• Can originate with a simple phony text to the driver alerting them to a new dropoff location.
• Use unique pickup codes, secure communication channels, and GPS.

Double Brokering
• Thief impersonates a legitimate broker, books load with a legitimate carrier, who then moves stolen 

cargo without realizing it.
• Use reputable Load Boards.  Build a trusted network of Broker and Carrier Partners.  Use known 

contact information and GPS.





What can we  do?
Secure Physical Assets.

• Air Cuff Locks, Kingpin Locks.

• Park Vehicles in secure, well-lit lots.

• Use High Security Seals and Inspect at every 
stop.

Build a Trusted Carrier Base

• Minimize use of “One Off Carriers”.

• Posting a Load?  Stay Vigilant.

 Vet your Carriers - Invest in a Carrier Compliance 
service  (Highway, RMIS, My Carrier Portal)  

• Integration with in-house TMS.
• Minimize or eliminate exceptions.

Use GPS tracking

Defend against cyber-enabled fraud

Train staff to detect phishing attempts and fake 
dispatch emails.  Use MFA across your  Email, 
Mobile Applications, TMS, and Loadboards.

Carefully review customer agreements

Avoid accepting liability that is out of your appetite.

Carefully review customer agreements

Avoid accepting liability that is out of your appetite.





Options beyond normal security service













Legislative Actions

HGCPA – S.337
• Sen. Deb Fisher (R-Neb) & Sen. Tammy Duckworth 

(D-IL)
• House support

CORCA – S.1404
• Sen. Chuck Grassley (R-Iowa) & Cathrine Cortez 

Mastro (D-Nev)
• House support

More Strategies
• More Facts 







More Strategies to keep cargo secure
• Eliminating high risk areas and weak points of the supply chain.

• Unsecure yards, extra dwell time, rail facilities and rail tracks.

• Tightening up controls with things like:
• Multi-layered security like surveillance equipment, guards, bigger and stronger barriers, tracking technology, 

engine immobilizers, SOS buttons for drivers, dash cams and more.

• GPS/Tracking technology can be:
• Plugged into the engine, on the chassis, on the container and in with the product as an example.

• Pushing all supply-chain actors to enhance visibility throughout the move to eliminate 
“blind spots”.

• IE: Hapag has GPS on 2 million containers and a new program for tracking.

     “GREAT STRATEGIES COST REAL MONEY”



More Strategies to keep cargo secure
Strategic theft is form of cargo theft that involves deception, fraud, cybertheft and other 
sophisticated tactics. Theft of this nature has risen 1,500% since the first quarter of 2021, and 
the average value per theft is over $200,000.
Experts estimate that criminal enterprises are costing the supply chain up to $35 billion 
annually.
Within the U.S., 18 million loads are moved by rail annually. The Association of American 
Railroads estimates that over 65,000 thefts occurred in the U.S. in 2024, representing a roughly 
40% increase over the prior year.
Recent Change:

• FMCSA (Oct 1, 2025) eliminates MC #, focusing solely on US DOT #s.
Two quick stories – 1990s-gun battle & frig decoys
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